ECE 2305: Introduction to Communications and Networks D-term 2014

Homework-+Lab 6: Due at start of class on 29-Apr.
Please complete all eight homework problems, and the seventeen lab problems.

Homework Problems
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AR

. Stallings Problem 7.3.

Stallings Problem 7.4.
Stallings Problem 16.11.
Stallings Problem 16.12.

Suppose that

trame = 1.000 millisecond (time to transmit one frame)

t = 1.500 milliseconds (propagation time of medium, same in both directions)

prop

with ACK and processing times is assumed to be negligible. The total time to deliver n frames
starts at the beginning of the transmission of the first frame and finishes at the end of the
receipt of the acknowledgement.

(a)

(b)

Suppose that no frames or acknowledgments are lost or damaged. Compute the amount
of time required to deliver 10 frames to the receiver if the sender and receiver use stop-
and-wait error control.

Suppose that no frames or acknowledgments are lost or damaged. Compute the amount
of time required to deliver 10 frames to the receiver if the sender and receiver use Go-
Back-N error control with a window size of 4 frames (the sender will wait to transmit
more frames if there are 4 unacknowledged frames outstanding). Assume that the receiver
sends an RR (receive ready) acknowledgment for every correctly received frame and that
the sender/receiver have a full-duplex link.

Now we consider the case where an acknowledgment (ACK or RR) for a frame has been
lost. The sender’s timeout period is given as 6 milliseconds and begins at the completion
of the transmitted frame. Compute the amount of time required to deliver 10 frames to
the receiver, given that the acknowledgment (ACK) for frame 5 is lost (recall the first
frame is labeled frame 0), if the sender and receiver use stop-and-wait error control.

Under the same assumptions, compute the amount of time required to deliver 10 frames
to the receiver, given that the acknowledgment (RR) for frame 5 is lost (recall the first
frame is labeled frame 0), if the sender and receiver use Go-Back-N error control with
a window size of 4 frames (the sender will wait to transmit more frames if there are 4
unacknowledged frames outstanding). Assume that the receiver sends an RR (receive
ready) acknowledgment for every correctly received frame and that the sender/receiver
have a full-duplex link.

6. Stallings Problem 8.1.

7. Stallings Problem 8.12.

8. Stallings Problem 8.13.



Lab 6: Network Access Layer — Ethernet [adapted from J. Kurose and K.W. Ross]

In this lab, we’ll investigate the Ethernet protocol. Before beginning this lab, please skim section
11.2 (link layer addressing), 12.1 (Ethernet), and pages 449-450 (ARP) in the text. Note that the
ARP protocol is used by an IP device to determine the IP address of a remote interface whose
Ethernet MAC address is known.

Part I: Capturing and analyzing Ethernet frames

Let’s begin by capturing a set of Ethernet frames to study. Do the following:

e First, make sure to the http protocol is enabled by going into Analyze—Enabled Protocols
menu. Next, make sure your browser’s cache is empty. To do this under Internet Explorer,
select Tools—Internet Options—Delete Files. For Firefox select Tools—Clear Private Data.

e Start up the Wireshark packet sniffer

e Enter the following URL into your browser
http://spinlab.wpi.edu/wireshark/lab6.html
Your browser should display the rather lengthy US Bill of Rights.

e Stop Wireshark packet capture. First, find the packet numbers (the leftmost column in the
upper Wireshark window) of the HTTP GET message that was sent from your computer
to spinlab.wpi.edu, as well as the beginning of the HTTP response message sent to your
computer by spinlab.wpi.edu. You should see a screen that looks something like Fig. 1
(where packet 4 in the screen shot below contains the HTTP GET message).
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Frame 4 (506 bytes on wire, 506 bytes captured)
Ethernet II, Src: Netgear_6l:8e:6d (00:09:5b:61:8e:6d), Dst
Internet Protocol, Src: 192.168.2.145 (192.168.2.145), Dst:

Hypertext Transfer Protocol
s 3 HTTP-ethereal-Tab-file3.
Request Methud GET
Request URI: fwireshark-Tabs/HTTP-ethereal-lab-file3.htm
Request version: HTTP/1.1
Host: gaia.cs.umass.edu\rin
User-agent: Mozilla/5.0 (windows; U; windows NT 5.1;

html HTTP/1.1

Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate\ryn

Accept-Charset: IS0-8859-1,utf-8;0=0.7,%;g=0.7\r\n
Keep-Alive: 300%r\n

Connection: keep-alive\ri\n

en-us;

: LinksysG_45:90:a8 (00:0c:41:45:90:a8)

128.119.245.12 (128.119.245.12)

1

rv:1.8.1.4) Gecko/20070515 Firefox/2.0.0.¢
Accept: text/xml,application/xml,application/xhtml+xml, text/html;g=0.9,text/plain;g=0.8, image/png, */ !

\rn

| | |

ree 1=

0040

0050 'J

0060 Anirakaaly

0070 ala.cs.u

0080 _Iuser' -A

0090 gen 23 1a/5 I
[p:21D: 2w 0Drops: 0 4

Figure 1: Example Wires

e Since this lab is about Ethernet and ARP, we’re not interested in IP or higher layer protocols.
So let’s change Wireshark’s “listing of captured packets” window so that it shows information
only about protocols below IP. To have Wireshark do this, select Analyze— Enabled Protocols.
Then uncheck the IP box (or the IPv4 box) and select OK. You should now see a Wireshark

window that looks like Fig. 2.

hark trace
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1 0.000000 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
2 0.050606 LinksysG_45:90:a8 Netgear_61:8e:6d  0x0800 IP
3 0.050729 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP

Netgear_ol:s acl
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Netgear_61:8e:6d

0x0800

5 0.128700 LinksysG_45:90:a8 0x0800 IP

6 0.134167 LinksysG_45:90:a8 Netgear_61:8e:6d  0x0800 IP

7 0.150302 LinksysG_45:90:a8 Netgear_61:8e:6d  0x0800 IP

8 0.150487 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP

9 0.213639 LinksysG_45:90:a8 Netgear_61:8e:6d 0x0800 IP
10 0.215724 LinksysG_45:90:a8 Netgear_61:8e:6d  0x0800 IP
11 0.215947 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
12 0.231749 LinksysG_45:90:a8 Netgear_61:8e:6d  0x0800 IP
13 0.232145 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
14 0.320470 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
15 0.403428 LinksysG_45:90:a8 Netgear_61:8e:6d  0x0800 IP
16 0.423932 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
17 0.579522 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
18 3.383584 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
19 9.392197 Netgear_61:8e:6d  LinksysG_45:90:a8 0x0800 IP
20 10.389131 LinksysG_45:90:a8 Netgear_61:8e:6d  0x0800 IP
21 10.389258 Netgear_61:8e:6d LinksysG_45:90:a8 0x0800 IP

il | i
& Frame 4 (506 bytes on wire, 506 hytes captured) =
= Ethernet II, Src: Netgear_61:8e:6d (00:09:5b:61:8e:6d), Dst: LinksysG_45:90:a8 (00:0¢:41:45:90:a8)
= Destination: LinksysG_45:90:a8 (00:0c:41:45:90:a8)
Address: LinksysG_45:90:a8 (00:0c:41:45:90:a8)
....... 0 veve veve weve wuw. = IG bit: Individual address (unicast)
weee w200 il wies v we.. = LG bit: Globally unique address (factory default)
[ Source: Netgear_61:8e:6d (00:09:5h:61:8e:6d)
Address: Netgear_61:8e:6d (00:09:5h:61:8e:6d)
....... 0 vive veve wuve wuw. = IG bit: Individual address (unicast)
weee w200 il iies v we.. = LG bit: Globally unique address (factory default)
Type: IP (0x0800)
Data (492 bytes)

0000 00 0OcC 41 45 S0 a8 00 09 5b 61 8e 6d 08 00 45 00 CAETET:
cea.@al.

thereal- lab-file
3.html H TTR/L.1.
.Host: g afa.cs.u =l

File: "C:\DOCUME~1{PAULAW~11LOCALS~1}TempletherXxxxa02620" 8584 Bytes 00:... [ P:21D: 21 M: 0 Drops: O /A

Figure 2: Example Wireshark trace (IP and higher layers omitted)

In order to answer the following questions, you’ll need to look into the packet details and packet
contents windows (the middle and lower display windows in Wireshark). Select the Ethernet frame
containing the HT'TP GET message. (Recall that the HTTP GET message is carried inside of a
TCP segment, which is carried inside of an IP datagram, which is carried inside of an Ethernet
frame; review Figure 2.5 in the text if you still find this nesting a bit confusing). Expand the
Ethernet information in the packet details window. Note that the contents of the Ethernet frame
(header as well as payload) are displayed in the packet contents window.

Answer the following questions, based on the contents of the Ethernet frame containing the
HTTP GET message. Whenever possible, when answering a question you should hand in a printout
of the packet(s) within the trace that you used to answer the question asked. Annotate the printout
to explain your answer. To print a packet, use File—Print, choose Selected packet only, choose
Packet summary line, and select the minimum amount of packet detail that you need to answer the
question.

1. What is the 48-bit Ethernet address of your computer?

2. What is the 48-bit destination address in the Ethernet frame? Is this the Ethernet address of
spinlab.wpi.edu? What device has this as its Ethernet address?

3. What is the hexadecimal value for the two-byte Frame type field? This field is also some-
times called the EtherType, and specifies what higher layer protocol is contained within this
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Ethernet frame. Using the table in the Wikipedia article on “EtherType” (or, just using the
middle window on Wireshark), what is the higher layer protocol that is encapsulated in this
Ethernet frame?

4. There should be between 54 to 66 bytes from the very start of the Ethernet frame to the
ASCII “G” in the http “GET”. How many bytes are there, and what three things do you
think these bytes contain? Hint: Think of which layers are below http.

Next, answer the following questions (which are very similar to the above questions), based on the
contents of the Ethernet frame containing the first byte of the HT'TP response message.

5. What is the value of the Ethernet source address? Is this the address of your computer, or of
spinlab.wpi.edu? What device has this as its Ethernet address?

6. What is the destination address in the Ethernet frame? Is this the Ethernet address of your
computer?

7. What is the hexadecimal value for the two-byte Frame type field?

8. How many bytes from the very start of the Ethernet frame does the ASCII “O” in “OK” (i.e.,
the HT'TP response code) appear in the Ethernet frame?

Part II: The Address Resolution Protocol

In this section, we’ll observe the ARP protocol in action. It may be helpful to also review the
Wikipedia article on ARP which can be found here:
http://en.wikipedia.org/wiki/Address_Resolution_Protocol.

ARP Caching

The ARP protocol typically maintains a cache of IP-to-Ethernet address translation pairs on your
computer. The arp command (in both Windows and Linux/OSX) is used to view and manipulate
the contents of this cache. Since the arp command and the ARP protocol have the same name,
it’s understandably easy to confuse them. But keep in mind that they are different — the arp
command is used to view and manipulate the ARP cache contents, while the ARP protocol defines
the format and meaning of the messages sent and received, and defines the actions taken on message
transmission and receipt. Let’s take a look at the contents of the ARP cache on your computer:

e Windows. While it may depend on your version of Windows, the arp command is generally
found in c:/windows/system32, so type either “arp” or
“c:/windows/system32/arp” in the Windows command line (without quotation marks)!.

e OSX. The executable for the arp command can be in various places. Popular locations are
/usr/sbin/arp and /usr/etc/arp.

The arp command with no arguments will display the contents of the ARP cache on your
computer (on OS X you will need to type arp -a). Run the arp command.

If you have difficulty running the arp command in Windows, you may need to run it as administrator. In most
versions of Windows, this can be accomplished by right-clicking on the Command Prompt icon (under Accessories),
and selecting ”Run as Administrator”.



9.

Write down the contents of your computer’s ARP cache. What is the meaning of each column
value?

In order to observe your computer sending and receiving ARP messages, we’ll need to clear the
ARP cache, since otherwise your computer is likely to find a needed IP-Ethernet address translation
pair in its cache and consequently not need to send out an ARP message.

Windows. The Windows arp -d * command will clear your ARP cache. The -d flag indicates
a deletion operation, and the * is the wildcard that says to delete all table entries.

OSX. The sudo arp -a -d command will clear your ARP cache. In order to run this com-
mand you’ll need root privileges.

Linux. Unfortunately, you may have to delete all ARP entries manually on Linux. The
command arp -d [IP address] will delete an entry in your ARP cache. Please delete all
entries. In order to run this command you’ll need root privileges.

Observing ARP in action
Do the following:

Close all running programs, even those in the background.

Open your browser, make sure your browser’s cache is empty. (To do this under Internet
Explorer, select Tools—Internet Options—Delete Files.)

Enter the following URL into your browser
http://spinlab.wpi.edu/wireshark/lab6.html, but don’t press Enter (i.e. don’t load the
page yet — just have the address typed in and ready to go).

Load the Wireshark packet sniffer, but don’t start collecting packets yet.
Clear your ARP cache, as described above.
Start collecting packets in Wireshark.

Load the webpage on your browser by pressing the “Enter” key while in the browser address
bar. The browser should again display the rather lengthy US Bill of Rights.

Stop Wireshark packet capture. Again, we’re not interested in IP or higher-layer protocols,
so change Wireshark’s “listing of captured packets” window so that it shows information only
about protocols below IP. To have Wireshark do this, select Analyze—Enabled Protocols.
Then uncheck the IP box and select OK. You should now see a Wireshark window that looks
that shown in Fig. 3.
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15 17.527057 LinksysG_da:af:73 ambitmic_a9:3d:68 0x0800 IP
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® Frame 1 (42 bytes on wire, 42 bytes captured)
# Ethernet II, Src: ambitMmic_a9:3d:68 (00:d0:59:a9:3d:68), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Address Resolution Protocol (request)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

protocol size: 4

opcode: request (0x0001)

sender MAC address: ambitMic_a9:3d:68 (00:d0:59:a9:3d:68)

sender IP address: 192.168.1.105 (152.168.1.105)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.1.1 (192.168.1.1)

0000 ff £ ¥ £F T T 00 d0 59 ad 3d 68 08 06 00 01  ........ Y.=h....
0010 08 00 06 04 00 01 00 d0 59 a9 3d 68 cO a8 01 69 ........ Y.=h...i
0020 00 00 00 00 00 00 cO a8 01 01 Lol ..

File: "C:\Documents and ingsif WingiMy Doc es - ethereall... [ Pi17D: 17 M: 0 4

Figure 3: Example trace for observing ARP

In the example above, the first two frames in the trace contain ARP messages (as does the 6th
message)?. First, click on the ARP request message and answer the following questions:

10. What are the hexadecimal values for the source and destination addresses in the Ethernet
frame containing the ARP request message? Explain what these values mean.

11. What is the hexadecimal value for the two-byte Ethernet Frame type field. Again, you may
want to consult the Wikipedia article on EtherType.

Review the ARP article on Wikipedia at http://en.wikipedia.org/wiki/Address_Resolution_
Protocol.

12. As you can see from the ARP header format in the Wikipedia article, the ARP opcode field
begins 6 bytes (48 bits) from the beginning of the ARP frame. Since the Ethernet frame
(consisting of 6-byte source and 6-byte destination MAC addresses, as well as 2-byte Frame
type) is 14 bytes long, the opcode appears 20 bytes from the start of the packet. What is the
value of the opcode field within the ARP payload, and what does it mean?

13. Does the ARP message contain the IP address of the sender?

14. Where in the ARP request does the “question” appear, i.e. the Ethernet address of the machine
whose corresponding IP address is being queried?

2If you don’t see any ARP packets, it is probably because you didn’t clear your ARP cache sucessfully. Or, maybe
you had some other program running that was attempting to use the Ethernet, which consequently repopulated your
ARP cache. Try the last 4 steps above again in very quick succession.
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Now find the ARP reply that was sent in response to the ARP request.

15.

16.

17.

What is the value of the opcode field within the ARP-payload part of the Ethernet frame in
which an ARP response is made?

Where in the ARP message does the “answer” to the earlier ARP request appear — the IP
address of the machine having the Ethernet address whose corresponding IP address is being
queried?

What are the hexadecimal values for the source and destination addresses in the Ethernet
frame containing the ARP reply message?



