1. Is your browser running HTTP version 1.0 or 1.17 What version of HTTP is the server
running? HTTP 1.1 (see screenshot)
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Filter: |htlp IZ| Expression... Clear Apply Save

MNao. ~ Time Source Destination Protocol Length Info
24 1.786722000 10.211.55.3 130.215.16.168 HTTP 329 GET /wireshark/1ab3partl.html HTTP/1.1

26 1.789103000 130.215.16.168 10.211.55.3 HTTP 458 HTTP/1.1 200 oK (text/html)
33 3.191516000 10.211.55.3 120.215.16.168 HTTP 258 GET /favicon.ico HTTP/1.1
36 3.193750000 130.215.16.168 10.211.55.3 HTTP 1477 HTTP/1.1 200 oK (text/plain)
80 4.911195000 10.211.55.3 70.37.128.164 HTTP 225 GET /pki/mscorp/crl/M5IT%20Machine®20Aut
81 4.911363000 10.211.55.3 70.37.128.164 HTTP 225 GET /pki/mscorp/crl,/msITH20Machine®20aut
162 4,955759000 70.37.128.164 10.211.55.3 PKIX-CRL 559 Certificate Revocation List
181 4,957471000 70.37.128.164 10.211.55.3 PKIX-CRL 595 Certificate Revocation List
4 m | 3
Frame 24: 329 bytes on wire (2632 bits), 329 bytes captured (2632 bits) on interface 0 ~

Ethernet II, src: Parallel_a5:86:9d (00:1c:42:35:86:9d), Dst: Parallel_00:00:18 (00:1c:42:00:00:18)
Internet Protocol Version 4, Src: 10.211.55.3 (10.211.55.3), Dst: 130.215.16.168 (130.215.16.168)
# Transmission Control Protocol, Src Port: 63588 (63588), Dst Port: http (80), sSeq: 1, ack: 1, Len: 275
© Hypertext Transfer pretocol
#GET /wireshark/lab3partl.html WTTP/1.1\c\n
Accept: text/html, application/xhtml+xml, #*/*\ryn
Accept-Language: en-us\rin
User-agent: Mozilla/5.0 (windows NT 6.1; Trident/7.0; rv:11.0) like Gecko'r'n
Accept-Encoding: gzip, deflate\rin
Host: spinlab.wpi.edu'rin

m

DNT: 1%rn

Connection: Keep-alive\rin

e

[Full request URI: http://spinlab.wpi.edu/wireshark/Tab3partl.htm]l B
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Frame (frame), 329 bytes Packets: 195 ayedc: 8 (4.1%) - Dropped: 0 (0...

Fe

2. What languages (if any) does your browser indicate that it can accept to the server? en-US
(US English) as shown in prior screenshot

3. What is the IP address of your computer? Of the spinlab.wpi.edu server? My computer
is 10.211.55.3 (this is a virtual IP address assigned by my virtual machine software) and the
destination is 130.215.16.168. See prior screenshot.

4. What is the status code returned from the server to your browser? 200 OK (see prior screen-
shot)

5. When was the HTML file that you are retrieving last modified at the server? We can filter
messages by http.last_modified and we see that the HT'TP response I received for the html



file doesn’t show this field. We do have a http.last_modified field in the favicon response

however, as shown in the screenshot below. This says the favicon was last modified on Feb
25, 2010.
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Filter: |htlp.lasl_modilied IZ| Expression.. Clear Apply Save

Ma. Time Seurce Destination Protocol Length Info
36 3.193750000 130.215.16.168 10.211.55.3 HTTP 1477 HTTP/1.1 200 oKk (text/plain)
162 4.955759000 70.37.128.164 10.211.55.3 PKIX-CRL 559 Ccertificate Revocation List
181 4.957471000 70.37.128.164 10.211.55.3 PKIX-CRL 595 Certificate Revocation List

< | " |

# Frame 36: 1477 bytes on wire (11816 bits), 1477 bytes captured (11816 bits) on interface 0

# Ethernet II, Src: Parallel_00:00:18 (00:1c:42:00:00:18), Dst: Parallel_a5:86:9d (00:1c:42:a5:86:9d)

# Internet Protocol version 4, src: 130.215.16.168 (130.215.16.168), Dst: 10.211.55.32 (10.211.55.3)

@ Transmission Control Protocol, Src Port: http (80), Dst Port: 635389 (63389), sSeq: 1, ack: 205, Len: 1«

= Hypertext Transfer pretocol
=]

# [Expert Info (Chat/Sequence): HTTP/1.1 200 okK\rin]
Request Version: HTTP/1.1
status Code: 200
response Phrase: oK

Date: Thu, 03 Apr 2014 17:11:02 GMT\r'n

server: Apache/2.2.3 (Red Hat)\r'n

Last-Modifie Thu, 25 Feb 2010 01:

ETag: '"28B0002-47e-eefaB5c0™\rin

Accept-Ranges: bytes\rin

P S e S Wl A NS, W

<

0080
0090
00a0 E 6 6 3 EL e 14
00b0  EEREERE 47 4 : 2 :03 G ETag:
-47e-ge

Packets: 195 - Displayed: 3 (1.5%) - Dropped: 0 (0... | Profile: Default

gl 4 -

6. How many bytes of content are being returned to your browser? Content-length = 209 bytes.
See screenshot below.
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Filter: ' http IZ| Expression... Clear Apply Save
MNa. ~ Time Source Destination Protocol Length Info
24 1.786722000 10.211.55.3 130.215.16.168 HTTP 329 GET /wireshark/1ab3partl. html HTTP/1.1
26 1.789103000 130.215.16.168 10.211.55.3 HTTP 458 HTTP/1.1 200 oK (text/html)
33 3.191516000 10.211.55.3 130.215.16.168 HTTP 258 GET /favicon.ico HTTP/1.1
36 3.193750000 130.215.16.168 10.211.55.3 HTTP 1477 HTTP/1.1 200 OK (text/plain)
80 4.911195000 10.211.55.3 70.37.128.164 HTTP 225 GeT /pki/mscorp/cr1/mMsIT%20Machine%20aut
81 4.911363000 10.211.55.3 70.37.128.164 HTTP 225 GeT /pki/mscorp/cr1/MsIT%20Machine¥20Aut
162 4.955759000 70.37.128.164 10.211.55.3 PEIX-CRL 559 certificate Revocation List
181 4.957471000 70.37.128.164 10.211.55.3 PKIX-CRL 595 Ccertificate Revocation List
4 | m | b

[+ Frame 26: 458 bytes on wire (3664 bits), 458 bytes captured (3664 bits) on interface 0
# Ethernet II, src: Parallel_00:00:18 (00:1c:42:00:00:18), Dst: Parallel_a5:86:9d (00:1c:42:35:86:9d)
# Internet Protocol version 4, Src: 130.215.16.168 (130.215.16.168), Dst: 10.211.55.3 (10.211.55.3)
® Transmission control Protocol, Src Port: http (80), Dst Port: 63588 (63588), seq: 1, ack: 276, Len: 4(
= Hypertext Transfer Protocol
[+ HTTP/1.1 200 oK\rn
Date: Thu, 03 Apr 2014 17:11:01 GMT.rn
server: Apache/2.2.3 (Red Hat)\rn
Accept-ranges: bytes\rin
= Content-Length: 209%r\n
[Content length: 209]
Connection: closel\ryn
content-Type: text/html; charset=I50-8859-1'r"\n
Mty
[HTTP response 1,/1]

L S T T a T e 0 W o ' Vo SR . |

| »

m

4 | 1 k

[LGEVIOLIGTWA S 6F 6e 74 65 6e 74 2d 4c 65 6e 67 74 68
00b0  EERFEDIEFREDREERDLRNE! 43 6T 6e 6e 65 63 74 69 6 onnectio
00cO 6e 3a 20 63 6c 6F 73 65 0Od Da 43 6f 6e 74 65 6e n: close ..Conten =|
00d0 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 68 74 &d t-Type: text/htm
00e0 6c 3b 20 63 68 61 72 73 65 74 3d 49 53 4f 2d 38 1; chars et=I50-8

nnFn 3@ 5 0 2d 31 nd na ond Na - E@ 74 &d &0 o 3o eE0 1 whtrml -

(@] @’ Content length (http.content_length), 21 byt... | Packets: 195 . Displayed: 8 (4.1%) - Dropped: 0 (0... | Profile: Default

7. By inspecting the raw data in the packet content window, do you see any headers within the
data that are not displayed in the packet-listing window? If so, name one. No. The raw data
appears to match up exactly with what is shown in the packet-listing window.

8. Inspect the contents of the first HI'TP GET request from your browser to the server. Do you
see an “IF-MODIFIED-SINCE” line in the HTTP GET? No.

9. Inspect the contents of the server response. Did the server explicitly return the contents of
the file? How can you tell? See screenshot of response with Alice’s Adventures...
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Filter: |http BB tep IZ| Expression... Clear Apply Save
MNa. Time Source Destination Protocol Length Info
14 0.119312000 10.211.55.3 130.215.16.168 HTTP 407 GET /wireshark/alice.txt HTTP/1.1
138 0.146907000 130.215.16.168 10.211.55.3 1137 HTTP/1.1 200 0K (text/plain)
147 2.640915000 10.211.55.3 130.215.16.168 HTTP 483 GET /wireshark/alice.txt HTTP/1.1
149 2.642724000 130.215.16.168 10.211.55.3 HTTP 215 HTTP/1.1 304 Not Modified
P | 1 b
LTime since request: 0.027593000 seconds] "
Request in frame: 147 =

B Line-based text data: text/plain
ALICE'S ADVENTURES IN WONDERLAND'\r“.n

Wrhn
Lewis carrollir'n
Srin
THE MILLENNIUM FULCRUM EDITION 3.0%'\n

Wrn

R

Wrin

Srin

CHAPTER I\r\n

W -
4| Tl | 3
0000 00 1c 42 a5 86 9d 00 1c 42 00 00 18 08 00 45 00 ..B..... B..... E. A]
0010 04 63 95 b5 00 00 80 06 ch 8a 82 d7 10 a8 0a d3  .C...... «....... =
0020 37030050 fh bl 248 die3 392618625019 7..P.§ .9 bp -

Frame (1137 bytes) | Reassembled TCP (152427 bytes) |
O M File: "C:\Users\drb\AppDatalLoc

10. Now inspect the contents of the second HTTP GET request from your browser to the server.
Do you see an “IF-MODIFIED-SINCE:” line in the HTTP GET? If so, what information
follows the “IF-MODIFIED-SINCE:” header? Yes.

If-Modified-Since: Wed, 12 Mar 2014 17:29:08 GMT\r\n.

See screenshot below.
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Filter:  http 8.& tcp IZIEHprasion... Clear Apply Save
|No. Time Source Destination Protocol Length Info
14 0.119312000 10.211.55.3 130.215.16.168 HTTP 407 GET /wireshark/alice.txt HTTP/1.1
138 0.146907000 130.215.16.168 10.211.55.3 HTTP 1137 HTTP/1.1 200 oK (text/plain)
147 2.640915000 10.211.55.3 130.215.16.168 HTTP 483 GET /wireshark/alice.txt HTTP/1.1
149 2.642724000 130.215.16.168 10.211.55.3 HTTP 215 HTTP/1.1 304 Not Modified

Request URI: /wireshark/alice.txt
rRequest version: HTTP/1.1
Host: spinlab.wpi.edu'rin
Connection: keep-alivelrin
cache-Control: max-age=0%rin
accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8\r'n
User-agent: Mozilla/5.0 (wWindows NT 6.1) Applewebkit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.15:
Accept-Encoding: gzip,deflate,sdch\rin
Accept-Language: en-uUs,en;g=0.8\r\n
If-Modified-since: wed, 12 mar 2014 17:29:08 GMT\r'n =
Srhn
[Full request URTI: http://spinlab.wpi.edu/wireshark/alice.txt]
[HTTP request 1,/1]
Response in frame: 149 -
4| [Tl | k

Ulgﬂ 6e 2d 55 53 2c¢ 65 6e 3b 71 3d 30 2e 3B Od Oa [ -
01b0

01co 65 64 2c 32 20 4d 61 72

01d0 31 37 3a Ja 30 38 20 47

O M Text item (text), 50 bytes Packets: 153 . Displayed: 4 (2.6%) - Dropped: 0 (0... | Profile: Default

What is the HT'TP status code and phrase returned from the server in response to this second
HTTP GET? Did the server explicitly return the contents of the file? Explain. As seen in the
previous screenshot, we get a HT'TP /1.1 304 Not Modified Response. This is much shorter
than the full response packet seen previously which contained all of Alice in Wonderland.

How many HTTP GET request messages were sent by your browser (again, ignoring requests
for favicon.ico)? Just one.

How many data-containing TCP segments were needed to carry the single HT'TP response?
From the screenshot below, there are 4 TCP segments.
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15.

16.
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Filter:  http 8.& tcp IZ| Expression... Clear Apply Save
MNa. Time Source Destination Protocol Length Info
9 0.005449000 10.211.55.3 130.215.16.168 HTTP 412 GET /wireshark/Tab3part3.htm] HTTP/1.1
14 0.008480000 130.215.16.168 10.211.55.3 HTTP 500 HTTP/1.1 200 ok (text/html)

4 | n |

# Frame 14: 500 bytes on wire (4000 bits), 500 bytes captured (4000 bits) on interface 0
# Ethernet II, src: Parallel_00:00:18 (00:1c:42:00:00:18), Dst: Parallel_a5:86:9d (00:1c:42:a5:86:9d)
# Internet Protocol version 4, src: 130.215.16.168 (130.215.16.168), Dst: 10.211.55.3 (10.211.55.3)
# Transmission Control Protocol, Src Port: http (80), Dst Port: 64439 (64439), Seq: 4357, Ack: 359, Len
= [4 reassembled TCP Segments (4802 bytes): #11(1460), #12(1436), #13(1460), #14(446)]

Frame: 11 ayload: 0-1459 (1460 bytes

Frame: 12, payload: 1460-2895 (1436 bytes)]

[Frame: 13, payload: 2896-4355 (1460 bytes)]

Frame: 14, payload: 4356-4801 (446 bytes)]

[Segment count: 4]

[Reassembled TCP Tength: 4802]

[Reassembled TCP Data: 485454502f312e3120323030204F4b0d0ad446174653a2054...]
= Hypertext Transfer Protocol

[m] »

e e

4 [T | 3

0030 40 00 19 63 ee fc 67 3e 3c 68 33 3e 41 6d 65 6e @&..cC..g> <h3=amen
0040 &4 6d 65 6e 74 20 49 58 3c 2f 68 33 3e 3c 2f 73 dment IX </h3»</s
0050 74 72 6f 6e 67 3e 2Ic 2f 61 3e 0a 0a 3c 2f 70 e trong=<,/ a=..</p=>
0060 3c 70 3e 3c 2f 70 3e 3c 70 3e 54 68 65 20 65 6e  <p></p>< p>The en
0070 75 6d 65 72 61 74 69 6f 6Ge 20 69 6e 20 74 68 65 umeratio n in the
0080 20 43 of 6e 73 74 69 74 75 74 69 o6f 6e 2c 20 of Constit wtion, o
0090 66 20 63 65 72 74 61 €69 6Ge 20 72 69 &7 68 74 73 f certai n rights
00a0 2c 20 73 68 61 6c 6c Da 6e 6f 74 20 62 65 20 63 , shall. not be c
00b0 6f 6e 73 74 72 75 65 64 20 74 6f 20 64 65 6e 79 onstrued to deny
00cO 20 6f 72 20 64 €9 73 70 61 72 61 67 65 20 of 74 or disp arage ot
a0do . 68 A5 72 71 20 72 RS 74 A1 A9 Re RS A4 20 AP 79 hers ret ained hv

Frame (500 bytes) | Reassembled TCP (4802 bytes) |

»

e |

(@] @’ File: "C:\Users\drb\AppData\Local\Temp'wi... | Packets: 26 - Displayed: 2 (7.7%) - Dropped: 0 (0.... |Profile: Default

What is the status code and phrase associated with the response to the HT'TP GET request?
HTTP/1.1 200 OK (as seen in previous screenshot)

Are there any HTTP status lines in the transmitted data associated with a TCP- induced
“Continuation”? No.

How many HTTP GET request messages were sent by your browser? To which Internet
addresses were these GET requests sent? Three: 130.215.16.168, 130.215.36.26, 208.122.28.10.
See screenshot below.
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Filter:  http 8.& tcp IZ| Expression... Clear Apply Save
MNao. Time Source Destination Protocol Length Info
7 0.007432000 10.211.55.3 130.215.16.168 412 GET /wireshark/Tab3part4.htm]l HTTP/1.1
10 0.010062000 130.215.16.168 10,211.55.3 HTTP 851 HTTP,/1.1 200 oK (text/html)
20 0.032378000 10,211.55.3 130.215.36.26 HTTP 424 GET /Images/CM5/University-about,/logo. gi
27 0.039245000 130.215.36.26 10.211.55.3 HTTP 69 HTTP/1.1 200 oK (GIFB9a)
33 0.104652000 10.211.55.3 208.122.28.10 HTTP 407 GET /comics/moving.png HTTP/1.1
62 0.283258000 208.122.28.10 10.211.55.3 HTTP 61 HTTP,/1.1 200 oK (PNG)
4 [I1] | 3
@ Frame 7: 412 bytes on wire (3296 bits), 412 bytes captured (3296 bits) on interface 0 -

Ethernet II, src: Parallel_a5:86:9d (00:1c:42:a5:86:9d), Dst: Parallel_00:00:18 (00:1c:42:00:00:18)
Internet Protocol Version 4, Src: 10.211.55.3 (10.211.55.3), Dst: 130.215.16.168 (130.215.16.168)
= Transmission Control Protocol, Src Port: 64444 (64444), Dst Port: http (B0}, Seqg: 1, Ack: 1, Len: 358 |E
Source port: 64444 (64444)
pDestination port: http (80)
[stream index: 0]

Sequence number: 1 (relative seguence number)
[Next sequence number: 359 (relative seguence number)]
Acknowledgment number: 1 (relative ack number)

Header length: 20 bytes
Flags: Ox018 (PSH, ACK)
wWindow size value: 256

lcalculated window size: 655361 S
4| T | b

0000 00 1c 42 00 00 18 00 1c 42 a5 86 9d 08 00 45 00
0010 01 8e 51 01 40 OO0 80 06 00 00 0a d3 37 03 82 d7
0020 10 a8 fb bc 00 50 2Ze 33 49 d4 f4 a4 84 B2 50 18
00320 01 00 d6 d5 00 Q0 47 45 54 20 2f 77 69 72 65 73
0040 68 61 72 6b 2f 6c 61 62 33 70 61 72 74 34 2e 68 hark/Tab 3part4.h
0050 74 6d 6c 20 48 54 54 50 2f 31 2e 31 0d Oa 48 of tml HTTP /1.1..Ho
0060 72 74 2a 20 73 70 69 6e 6C 61 62 2e 77 70 69 2e  st: spin lab.wpi.
0070 65 64 75 0d Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a  edu..Con nection: -

(@] @’ File: "C:\Users\drb\AppData\Local\Temp'wi... | Packets: 67 - Displayed: 6 (3.0%) - Dropped: 0 (0.... |Profile: Default

[m] »

17. Can you tell whether your browser downloaded the two images serially, or whether they were
downloaded from the two web sites in parallel? Explain. Based on the timestamps, it appears
the images were downloaded serially. Also, the source port is incrementing each time from
64444, 64445, 64446 which means that the images were received serially over separate TCP
connections.

18. What is the server’s response (status code and phrase) in response to the initial HTTP GET
message from your browser? HTTP/1.1 401 Authorization Required (see screenshot below)
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Filter:  http 8.& tcp IZ| Expression... Clear Apply Save
MNao. Time Source Destination Protocol Length Info
12 0.004252000 10.211.55.3 130.215.16.168 417 GET /wireshark/prot/Tab3part5.html HTTP/
15 0.009908000 130.215.16.168 10.211.55.3 HTTP /XML 286 HTTP/1.1 401 Authorization Required
453 20.61625300010.211.55.3 130.215.16.168 HTTP 464 GET /wireshark/prot/lab3part5.html HTTP/]
47 20.651173000130.215.16.168 10.211.55.3 HTTP 507 HTTP/1.1 200 oK (text/html)
' M | b
Frame 12: 417 bytes on wire (3336 bits), 417 bytes captured (3336 bits) on interface 0 -~

Ethernet II, src: Parallel_a5:86:9d (00:1c:42:a5:86:9d), Dst: Parallel_00:00:18 (00:1c:42:00:00:18) b
Internet Protocol Version 4, Src: 10.211.55.3 (10.211.55.3), Dst: 130.215.16.168 (130.215.16.168)
= Transmission Control Protocol, Src Port: 64458 (64458), Dst Port: http (BO), Seqg: 1, Ack: 1, Len: 363
Source port: 64458 (64458)
pDestination port: http (80)
[stream index: 0]

m

Sequence number: 1 (relative seguence number)
[Next sequence number: 364 (relative seguence number)]
Acknowledgment number: 1 (relative ack number)

Header length: 20 bytes
Flags: Ox018 (PSH, ACK)
wWindow size value: 256

lcalculated window size: 655361 S
4 m | k
0000 00 1c 42 00 00 18 00 1c 42 a5 86 9d 08 00 45 00 B B..... E. -
0010 01 93 51 &7 40 00 80 06 00 00 0a d3 37 03 82 d7 R o N - .. =
0020 10 a8 fb ca 00 50 82 9b 42 4e bd 10 Of af 50 18 ..... P.. BN....P. =
0020 01 00 dé da 00 00 47 45 54 20 2f 77 €9 72 65 73  ...... GE T /wires

0040 68 61 72 6b 2f 70 72 6f 74 2f 6c 61 62 33 70 61 hark/pro t/lab3pa
0050 72 74 35 2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e rt5.html  HTTP/1.
0060 31 0d Oa 48 6f 73 74 3a 20 73 70 69 6e 6c &1 62 1..Host: spinlab
0070 2e 77 70 69 2e 65 64 75 0Od Oa 43 6f 62 6e 65 63  .wpi.edu ..Connec -

Ch\Users\drb\AppData\Local\Temp\wi... | Packets: 51 . Displayed: 4 (7. Profile: Default

19. When your browser’s sends the HT'TP GET message for the second time, what new field is
included in the HTTP GET message? Authorization field. See screenshot below.
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Filter: | http 8.& tcp IZ| Expression... Clear Apply Save
|Mo. Time Source Destination Protocol Length Info
12 0.004252000 10.211.55.3 130.215.16.168 HTTP 417 GET /wireshark/prot/Tab3part5.htm]l HTTP/]
15 0.009908000 130.215.16.168 10.211.55.3 HTTP /XML 286 HTTP/1.1 401 Authorization Required
45 20.61625300010.211.55.3 130.215.16.168 HTTP 464 GET /wireshark/prot/lab3part5.html HTTP/]
47 20.651173000130.215.16.168 10.211.55.3 HTTP 507 HTTP/1.1 200 oK (text/html)
< e | b

= GET /wireshark/prot/lab3parti.html HTTP/1.1NfAn
[Expert Info (Chat/sequence): GET /wireshark/prot/lab3part5.htm]l HTTP/1.1%r"n]
rRequest Method: GET
Request URI: /wireshark/prot/lab3parts.html
rRequest Wersion: HTTP/1.1
Host: spinlab.wpi.edu'rin
connection: keep-alivelrin
= authorization: Basic ZWNIMjMwNTpYMKF3N3IVzUg==\r'n
credentials: ece2305:X2AW7UsSR
accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;qg=0.8\r\n
User-agent: Mozilla/5.0 (wWindows NT 6.1) Applewebkit/537.36 (KHTML, like Gecko) Chrome/33.0.1750.15:
Accept-Encoding: gzip,deflate,sdch\rn
Accept-Language: en-uUs,en;g=0.8\r\n
Mt 2
4 [ | b
0090
00ao
00b0
00co
00do
00ed
oofo tion/xml ;g=0.9,1
0100 mage/web p,*/*;g= -

(@] M HTTP Authorization header (http.authorizati... | Packets: 51 - Displayed: 4 (7.8%) - Dropped: 0 (0.... |Profile: Default

1zation: -

5:03 PM
4

20. Copy the string of text that appears after “Authorization: Basic ”, and enter it into the Base64
decoder here — http://www.motobit.com/util/base64-decoder-encoder.asp. Make sure
to click on “decode”. To what ASCII string does the Base64 string decode to? (Hint: you
should see the username and password for the course website embedded in the string). No need
since Wireshark has already done the decoding. See the previous screenshot. Our credentials
are clearly visible in Wireshark.



