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Abstract— We consider multiuser detection techniques for
an eavesdropping receiver in an IS-95 cellular communi-
cation system observing interfering downlink transmissions
from a cluster of B base stations. The receiver desires to ac-
curately estimate the symbols transmitted from these base
stations to their active local users. For a system with K to-
tal asynchronous users and an observation of 2L + 1 bits, the
optimum detector is reviewed and shown to have complexity
on the order of 2K(2L+1), Taking advantage of the structure
of the IS—95 downlink, we develop a reduced complexity op-
timum detector with exponentially lower complexity. In typ-
ical scenarios with two or three base stations, the reduced
complexity optimumn detector is significantly less complex
than the brute-force optimum detector. We also consider a
suboptimum, low complexity IS-95 downlink eavesdropping
detector with connections to reduced complexity optimum
detection as well as group detection and parallel interfer-
ence cancellation. We demonstrate via simulation that the
performance of this receiver can be near-optimum while of-
fering very low computational complexity.

I. INTRODUCTION

The IS-95 [1] downlink eavesdropping problem has at
least two unique challenges not often considered in the
multiuser detection literature:

+ The non-cyclostationary nature of the cochannel inter-
ference in the IS-95 downlink precludes the use of linear
multiuser detectors that use subspace tracking or require
matrix inversions (e.g. decorrelating and MMSE) since the
interference subspace changes at each symbol interval.

o The IS-95 downlink eavesdropper observes the downlink
transmissions from multiple base stations hence it is possi-
ble that the total number of active users K could be greater
than the spreading gain.

o IS-95 downlink power control (or allocation) may lead
to widely disparate user amplitudes observed at the eaves-
dropper. This implies that there may be scenarios where
the cochannel interference creates near-far problems [2]
with conventional matched filter detection.

These challenges lead us to consider the application of
nonlinear multiuser detection techniques for IS-95 down-
link eavesdropping in this paper.

This paper is organized as follows. In Section II we de-
velop a concise model with mild simplifying assumptions
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for the IS-95 downlink that includes the effects of the
time and phase asynchronous, nonorthogonal, and non-
cyclostationary transmissions of the B base station com-
munication system. In Section III we use this model to ex-
amine the optimum (joint maximum likelihood) detector
in the IS-95 downlink eavesdropping context. Although
the optimum detector is often too complex for implemen-
tation in realistic systems, its role is still important in order
to determine the relative performance of suboptimum mul-
tiuser detectors. In Section IV we examine the structure of
the IS-95 downlink model to develop a reduced complexity
optimum detector that has exponentially less complexity
than the brute-force optimum detector. In Section V we
examine the properties of this reduced complexity opti-
mum detector in order to develop a suboptimum Group
Parallel Interference Cancellation (GPIC) detector with
computational complexity similar to conventional matched
filter detection. In Section VI we examine the performance
of the GPIC detector relative to the conventional matched
filter and optimum detectors via simulation and show that
the GPIC detector exhibits near-optimum performance in
the cases we examined.

II. IS-95 DOWNLINK SYSTEM MODEL

Consider the simplified IS-95 downlink system model
depicted in Figure 1 where B cellular base stations each
transmit digital information to a group of Kj local users'.
The system thus has a total of K = Zle K, users.
In general, a receiver in the cell system observes each
base station’s transmission through an individual propaga-
tion channel (including multipath, delay, and attenuation)
summed and corrupted by additive channel noise. The
components of Figure 1 are described below:

¢ Channelizer: Orthogonalizes the transmissions of the
users within the base station’s cell by assigning a unique
Walsh-64 code to each user.

o Power Control: Sets the gain on each user’s transmission
to provide an acceptable transmission quality to that user
while minimizing the generated cochannel interference.

¢ Modulator: Multiplies the aggregate base station trans-
mission by a complex pseudonoise (PN) code for base sta-

1We simplify this development by ignoring the voice activity, soft
handoff, and antenna sectorization features of IS-95 in this paper.



L1 —| |
gt — . [T Power
Channelizer Control Modulator H Channel 1
(LK1 | L]
Noise
To Receiver
=D = L]
sl — . [T Power \
Channelizer Control % Modulator H Channel B
§(BKp) | |
Fig. 1. I5-95 Downlink System Model

tion discrimination and performs baseband filtering and
RF conversion. The PN-code has elements from {1+5,1—
J,—1+3j,—1—j} and has a period of 215 chips. Each base
station uses the same PN-code but is distinguished by a
unique, fixed phase shift. Baseband filtering is specified
by a FIR model in the IS-95 standard.

o Channel Noise: Modeled as an additive, white, complex
Gaussian random process w(t) where E(w(t)) = 0 and
E(Re(w(t))?) = E(Im(w(t))?) = 1/2. The real and imag-
inary parts are uncorrelated and also assumed to be inde-
pendent of all user transmissions.

Before we develop the IS-95 downlink mathematical
model, we wish to establish the following notation. The
superscript form z®*® will only be used with scalar quan-
tities and denotes a variable corresponding to the b** base
station’s k** user. The superscript x® will only be used
with vector quantities or diagonal matrices and denotes a
variable corresponding to all users from the bt base sta-
tion at all symbol indices. The notation xl will also only
be used with vector quantities or diagonal matrices and
denotes a variable corresponding to all users from the b**
base station at the ¢** symbol index. The superscripts
x ', x* and x denote transpose, complex conjugate, and
complex conjugate transpose, respectively. Subscripts will
consistently denote the symbol index and may be used with
scalar and vector variables.

Assuming the propagation channels are approximately
single-path, the (b,k)t* user’s amplitude and phase ad-
justed signature waveform at symbol index £ may be repre-
sented as e/?a"" ¢ (t — 1) where ¢ is the phase of the
transmission from the b base station, ay"*’ is the user’s
positive real amplitude, and c{"* (¢ — ) is the normal-
ized? signature waveform that includes the effects of the
combined channelization code and PN-code as well as the
baseband pulse shaping and transmission/propagation de-
lay. The baseband signal observed at the receiver may then
be written as

E e]¢b § § s(bk) (bk) (bk)(

b=1 {=—Lk=1

— 4T — ) + ow(t)

2By normalized we mean that [ [¢{*)(£)|? dt = 1.

where 53" is the (b, k)*® user’s binary symbol transmitted
at symbol index £. Note that in general ¢i"* (t) # c¢&* (t)
for £ # m since the PN-code changes at each symbol inter-
val.

We define an equivalent matrix expression for r(t) as fol-
lows. Define the K (2L + 1)-vector of transmitted symbols
as

s = [s'",...,s"”]T where
13 _ T[] T T
sto= [s_7,...,s;,"]" and
Bl _ o) (KT

s, = [sp77,...,8, Y]

Similarly, define the K (2L + 1)-vector of signature wave-
forms as

ct) = [c™™(®),...,c"”I(#)]T where
) = ETH,...,cl"(]" and
') = [ 1)(t—lT—Tb) cL e (=T — )] T

Denote a as the K (2L + 1)-vector of amplitudes defined
in the same manner and let A = diag(a) represent the
K(2L + 1) x K(2L 4 1) diagonal amplitude matrix. Fi-
nally, let ® be a diagonal matrix of transmission phases
with order corresponding to A. Then we can write the
continuous time observation compactly as

rt)=c'

III. OpTIMUM DETECTOR

(t)PAs + ow(t).

In this section we review optimum (joint maximum like-
lihood) detection in the context of our IS-95 downlink
system model. In a single-cell scenario where a receiver
observes the transmission of K synchronous, orthogonal
signals in the presence of independent AWGN, it is easy
to show that the optimum detector is equivalent to the
conventional single user matched filter detector. However,
when additional cells are considered, the receiver now ob-
serves nonorthogonal cochannel interference from the other
cells and the optimum detector is more complicated.

The optimum detector requires that the eavesdropper
must have perfect knowledge of all transmission phases and
delays (¢, and 7, respectively) as well as the users’ signa-
ture waveforms (c{"*(¢)) and amplitudes (a"*’). These
assumptions are not unreasonable in the IS-95 downlink
since the IS-95 standard requires each base station to
transmit a pilot channel for straightforward estimation of
¢p and 7, with arbitrary accuracy. The pilot channel also
provides the receiver with the phase of the periodic PN-
code hence it is straightforward to determine which users
are active in each cell and construct the set of ¢’ (t) for
these users. Finally, although amplitude estlmatlon is not
as straightforward as estimation of the other parameters,
we will assume the amplitude estimates are perfect in the
following analytical development.



Let 7 represent a compact interval containing the sup-
port of r(t) and let U represent the set of cardinality
2K(2L+1) containing all admissible binary symbol vectors.
Then the decision rule for jointly optimum estimates [2] is
given by

a 1 T 2
§ = argmax exp (—0—2 /I |r(t) — ¢’ (t)®Au| dt) .

Manipulation of the term inside the exponent yields the
familiar expression for optimum decisions

8 = argmax 2Re(u’ A®”y) — u" AS"RPAu

uel .

~

Q(u)

where y = [, c*(t)r(t) dt represents the K (2L + 1)-vector
of matched filter outputs and R = [, c*(¢)cT (¢)dt rep-
resents the matrix of signature cross correlations. The
brute-force solution to this problem requires the evalua-
tion of 2K(L+1) different hypotheses to find the maximum.
Several authors have noted that R exhibits a banded struc-
ture and have used this fact to achieve complexity reduc-
tion using Viterbi-style dynamic programming algorithms
[2]. Although a good idea in practice, we will not consider
Viterbi-style dynamic programming algorithms in this pa-
per in order to clarify the development of the IS-95 struc-
ture based complexity reduction. The reduced complexity
optimum detector developed in the next section does not
prevent the use of Viterbi-style dynamic programming al-
gorithms and both ideas can be combined to achieve even
greater complexity reduction.

IV. REDUCED COMPLEXITY OPTIMUM DETECTOR

In this section we exploit the structure of the IS—95
downlink in order to propose an optimum detector requir-
ing significantly less complexity than the brute-force ap-
proach. The intuitive idea behind the reduced complex-
ity optimum detector is to use the fact that the K} syn-
chronous user transmissions from base station b are mutu-
ally orthogonal at every symbol index. This will allow us
to “decouple” the decisions of one base station’s users to
achieve the desired complexity reduction while retaining
optimality.

The cross correlation matrix R has dimensions K (2L +
1) x K (2L + 1) and exhibits the structure

Rl R/ 5

R —

RIZ] RIZ.5]

where the superscript X®*! denotes a matrix quantity of
dimension Ky(2L + 1) X Ky (2L + 1) constructed from the
outer product of vectors corresponding to the users of base

stations b and b’. The submatrices R®*1 have the structure
[5,5'] [5,']
R 1 R77L
R®Y) —

[6,5'] [5,6']
RL,—L RL,L

where

[6,6"] __ *[5] T’ _ Hy b)
Ry _/Icl (B)ep (B)dt =Ry, 7.

The IS-95 downlink cross correlation matrix exhibits two
special properties that lead to the reduced complexity op-
timum detector:

o The group-orthonormality of the signature sequences
transmitted by each base station implies that Ry’ = L.
o Our single-path channel assumption and the fact that
the IS-95 pulse shaping filters do not create significant
intersymbol interference imply that Ry’,' = 0 for £ # £'.

The combination of these two properties implies that
R® =TIforb=1,...,B. Let X = A®’RPA and
note that since R is a Hermitian matrix then X is also
Hermitian. Moreover, since ® and A are diagonal, X
shares the same IS-95 structure properties as R except
that X®* = (A®®)?. It turns out that this difference
will not matter in the maximization of (u). Using our

previously developed notation, we can write
Q(u) = 2Re(u’ A®"y)—u'Xu. (1)

The quadratic term may be rewritten as

B B
uTXu:E E u ! PIX P g

b=1b'=—1

The binary nature of u and the fact that X®* is diag-
onal implies that u™®X®?u® = g, where kp is a real
positive constant that does not depend on u. Denoting
K =Yp | K then

B
u ' Xu=x+ E E LD, RN
b=1 b'£b

We isolate the symbols from the first® base station to write

B B
a ' Xu=x+ Z u TBIX Bl Z u | BBl 6]
b=2 b=2
B
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b#1
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3In order to achieve the maximum complexity reduction we assume
WLOG that K1 = maxy Kjp.



where 1 denotes the vector of symbols corresponding to all
base stations except b = 1. Since X is a Hermitian matrix
then XH®2 = X% and we can write

B
u' Xu=«k+ Z 2Re (u"™MXu) + G(). (2)

b=2

Finally, we combine equations (1) and (2) to write

B
Q(u) —u " 9Re (Am@H[l]ym _ Z X[l,b]u[b]>
b=2
-~ - (3

F(a)

+2Re(@"A®"y) - G(1) - k.

Equation (3) leads to the reduced complexity optimum de-
tector algorithm outlined as follows:

1. Construct a set of 20K—K)CL+D hypotheses for all ad-
missible values of 1. Perform the following calculations for
each hypothesis:
(a) Under the current hypothesis u, (3)
when ul'! = sgn(F(ia)). Let u=[u™™ a']’.
(b) Calculate Q(u) and store the result.
2. The jointly optimum symbol estimates are then equal
to the hypothesis u that maximizes 2.

is maximized

The reduced complexity optimum detector requires the
evaluation of 2(K—K)(EL+1) hypotheses in order to max-
imize Q(u) whereas the brute-force optimum detector re-
quires the evaluation of 2K2L+1) hypotheses. For an eaves-
dropper in a cell system with two or three base stations,
this complexity reduction can be significant.

This prior analysis can also be easily applied to the syn-
chronous CDMA case where sequence detection is not nec-
essary and the brute-force optimum detector requires the
evaluation of Q) for 2K hypotheses. In this case, the reduced
complexity optimum detector requires the evaluation of €2
for 2K—K1 hypotheses.

V. GROUP PARALLEL INTERFERENCE CANCELLATION
DETECTOR

Although the IS-95 downlink has a structure which lends
itself to reduced complexity optimum detection, it is often
the case that the reduced complexity optimum detector is
too computationally expensive to implement in real time
even with Viterbi-style dynamic programming algorithms.
In this section we pose a suboptimum detector that is re-
markably similar to the reduced complexity optimum de-
tector in its analytical development but also has connec-
tions to Parallel Interference Cancellation (PIC) (originally
called multistage detectors in [3] and [4]) and group detec-
tion [5]. This detector also uses the IS-95 downlink struc-
ture by taking advantage of the orthogonality between user
transmissions from the same base station.

Two observations regarding (3) will be useful in the de-
velopment of the Group Parallel Interference Cancellation
(GPIC) detector:

o Suppose the receiver has perfect knowledge of the sym-
bols transmitted from base stations 2,...,B such that
@ = § Then 8M = u""! = sgn(F(a)) is the optimum
estimate for the symbols from base station 1. The orthog-
onality of these users results in single user error probability
and the complexity of this receiver is very low.

o Suppose the receiver was given the joint maximum like-
lihood (JML) estimate for § denoted by . In this case,
§M = ull = ggn(F(u)) is the JIML estimate for the sym-
bols from base station 1. This receiver also has very low
complexity.

Unfortunately, realistic receivers do not have access to
the actual symbols § or their JML estimates but we are
compelled to ask the following question: What if the re-
ceiver used some low-complexity estimate @ of § and we
let 8" = u™ = sgn(F(a))? In the following we consider
the lowest complexity estimate of §: conventional matched
filter estimates where @ = sgn(Re(@Hy)).

Extending this idea to all base stations we can write the
following expression for the GPIC detector from (3),

albl Hppl | Bl _ (5,6 1151 A 614181
Scpic=5gn |Re | @ y E R*" 1" At a
b'#£b

where u®! = sgn(Re(®"“'y®*1)), any positive real terms
that do not affect the sign operation have been factored
out, and X has been replaced by its constituents. It is
evident from this expression that the GPIC receiver is ac-
tually performing group parallel interference cancellation
by subtracting the estimated cochannel interference b’ # b
from the matched filter inputs corresponding to the users
in cell b. Some algebraic manipulation yields a simple ex-
pression for the GPIC receiver

SgpIC = Sgn [Re (‘I’Hy + (I - ‘I’HRQ) Au)] .

We note that although it is certainly possible to perform
GPIC detection in batch where all K (2L + 1) symbols are
first estimated with the conventional matched filter detec-
tor and stored prior to calculation of the GPIC symbol es-
timates, it is also possible to implement the GPIC receiver
with detection delay proportional to K. This feature is in
contrast to the previously considered optimum detectors
where detection cannot occur until all of r(t) is observed.

VI. SIMULATION RESULTS

In this section we compare the performance of the
GPIC detector to the optimum detector and conventional
matched filter detector via simulation. The simulation pa-
rameters were B = 2 base stations, K1 = 2 and Ky = 2



users in each cell, and 5 bits in each user’s transmission
(L = 2). The received phases ¢, and propagation delays
7, were assumed to be random and uniformly distributed
on the intervals [0,27) and [0, T') respectively. Phases and
delays were assumed to be time invariant over the 5-bit
transmissions.

The user amplitudes are generated using a log-distance
path loss model where the ratio of received power to trans-
mitted power is given by 1/d?® where d is the distance be-
tween the transmitter and receiver and 2« is the path loss
exponent. To simplify matters, we also assume that each
base station is centrally located within a unit radius cir-
cular cell and the user locations are uniformly distributed
within the cell. We also assume that perfect power control
is maintained between the base station and each user in its
cell such that each user receives their transmission (after
path losses) at the same power. Under these assumptions
it can be shown that the pdf of the eavesdropper received
power relative to power received by the mobile is given by

- a k(- g c0,k;2%],
ful@) = 0 otherwise

where k. is the eavesdropper’s distance from the base sta-
tion in units of cell radii. Note that the received power
distribution for the uplink was derived in [6] using similar
assumptions. The amplitudes were assumed time invariant
over the 5-bit transmissions.

Figure 2 shows the bit error rates of the conventional
matched filter, optimum, and GPIC detectors averaged
over the users in the first cell. The results were aver-
aged over 5000 Monte Carlo runs where each run generated
new realizations of the random delays, phases, amplitudes,
PN-codes, transmitted symbols, and channel noise. The
single user error probability (averaged over the random
amplitude realizations) was 10~3. In this simulation, the
eavesdropper was located at the edge of first cell such that
ke, = 1 but the eavesdropper’s distance from the second
base station was varied over the range &, € [0.5,2].

As expected, the conventional matched filter detector
performs poorly in the presence of high power interference
(i.e., when k., is small). The GPIC detector does not suffer
from this problem and actually exhibits performance indis-
tinguishable from the optimum detector in this example.
This simulation suggests that the GPIC detector may offer
near-optimum performance over a wide range of cochannel
interference powers with little added complexity over the
conventional matched filter detector. The GPIC detector
also appears to offer significant advantages over the con-
ventional matched filter detector when the eavesdropper is
centrally located between the base stations (ke, = 1) im-
plying that GPIC might also offer improved performance
for IS-95 mobile receivers located at a point equidistant
between two base stations.
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Fig. 2. Averaged bit error rates for users in cell 1. The eavesdropper
is positioned at ke; = 1 and several values of ke, .

VII. CONCLUSIONS

In this paper we considered the application of two non-
linear multiuser detection techniques for IS-95 downlink
eavesdropping. We used the group-orthogonal structure of
the IS-95 downlink to develop a reduced complexity opti-
mum detector with exponentially lower complexity than
the brute-force optimum detector. Examination of the
properties of the reduced complexity optimum detector led
us to develop the suboptimum GPIC detector. The GPIC
detector has very low complexity and does not require any
form of subspace tracking, matrix inversions, or exhaustive
searches for global maxima. Simulations suggest that the
GPIC detector offers the greatest performance improve-
ments in severe cochannel interference environments but
may also offer near-optimum performance for IS-95 down-
link eavesdropping over a wide range of cochannel interfer-
€nce pOwers.
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